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The Rebound Attack [MRST09]

m Tool in the differential cryptanalysis of hash functions

m Invented during the design of Grastl

m AES-based designs allow a simple application of the idea

m Has been applied to a wide range of hash functions

m Echo, Grestl, JH, Lane, Luffa, Maelstrom, Skein, Twister, Whirlpool,



The Rebound Attack

inbound

m Applies to block cipher and permutation based designs:
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The Rebound Attack

inbound

m Inbound phase
m efficient meet-in-the-middle phase in Ej,

m using available degrees of freedom
m Outbound phase
m probabilistic part in Ep, and Ej,

m repeat inbound phase if needed



The Whirlpool Hash Function
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m designed by Barretto and Rijmen [BR0O]

m evaluated by NESSIE

m standardized by ISO/IEC 10118-3:2003

m iterative, based on the Merkle-Damgard design principle

m message block, chaining values, hash size: 512 bit



The Whirlpool Compression Function
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m 512-bit hash value and using 512-bit message blocks
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m Block-cipher based design (similar to AES)

m Miyaguchi-Preneel mode with conservative key schedule



The Whirlpool Round Transformations
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m The state update and the key schedule update an 8 x 8 state S
and K of 64 bytes

m 10 rounds each
m AES like round transformation

ri=AKoMRoSCo SB



Notations
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Collision Attack on Whirlpool
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1-block collision:
m fixed H;_4 (to IV)

m (M, Ho) = f(M7 Hioy), My # M

generic complexity 2256 (n = 512)



Collision Attack on Whirlpool
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1-block collision:
m fixed H;_4 (to IV)
m (M, 1) = F(M7, i), My # My

generic complexity 2256 (n = 512)



Collision Attack on 4 Rounds

Ko K1 K2 K3 K4
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m Differential trail with minimum number of active S-boxes
m 81 for any 4-round trail (1 — 8 — 64 — 8)

m maximum differential probability: (27°)8" = 2740



Collision Attack on 4 Rounds
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m Differential trail with minimum number of active S-boxes
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m maximum differential probability: (27°)8" = 2740
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Collision Attack on 4 Rounds

Ko Ki K M
— ] - T —
SB constant {|ss SB >
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m Differential trail with minimum number of active S-boxes
m 81 for any 4-round trail (1 — 8 — 64 — 8)

m maximum differential probability: (27°)8" = 2740

m How to find a message pair following the differential trail?

H;



First: Use Truncated Differences

So

M,

m byte-wise truncated differences: active / not active
m we do not mind about actual differences
m single active byte at input and output is enough

m probabilistic in MixRows: 27% for 8 — 1

B we can remove many restrictions (more freedom)

m hopefully less complexity of message search

Hi



How to Find a Message Pair?

So S S Ss Sa

sB sB sB H sB

V.S

m message modification?



How to Find a Message Pair?

So S S;

SB SB
M ’ SC SC

Ss

V.S

m message modification?

® meet in the middle?

Hi



How to Find a Message Pair?

V.S

So S S Ss Ss
| AT [ NN |
SB SB SB H sB
SC SC sc 1| sc
M MR MR MR [ WIVEES
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m message modification?
m meet in the middle?

m inside out?



How to Find a Message Pair?

So S S

SB SB
M 4 SC SC

Ss

V.S

m message modification?

meet in the middle?

inside out?

m rebound!

Hi



Rebound Attack on 4 Rounds [MRST09]

So Sy S S; S

M,

outbound phase inbound phase outbound phase

m Inbound phase
(1) start with differences in round 2 and 3

(2) match-in-the-middle at S-box using values of the state

m Outbound phase
(8) probabilistic propagation in MixRows in round 1 and 4

(4) match one-byte difference of feed-forward

H,



Inbound Phase

s5°
[

(1) Start with arbitrary differences in state SYR



Inbound Phase
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differences

(1) Start with arbitrary differences in state SYR

m linearly propagate all differences backward to SS&



Inbound Phase

s5°
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differences differences
«—

(1) Start with arbitrary differences in state SYR
m linearly propagate all differences backward to SS&

m linearly propagate row-wise forward from S5€ to S,



Inbound Phase

s5°
[

SB
So S3

ee ee 9f ee 23 71 c1 cd e8 £4 90 d4 75 1b be cd

35 50 cc 6d 9a 49 43 c5

0d cc 01 Oa 70 43 e9 27

bl 60 20 f4 1e cd bf 10 MR
£8 ed 85 b7 43 5a db fc
16 27 51 43 15 de 2b £8

4d 34 96 90 f1 £8 07 5Se

differences match differences

differences

get values

(1) Start with arbitrary differences in state SYR

m linearly propagate all differences backward to SS&

m linearly propagate row-wise forward from S5€ to S,

(2) Match-in-the-middle at SubBytes layer

m check if differences can be connected (for each S-box)



Match-in-the-Middle for Single S-box

B so

m Check for matching input/output differences

Sbox(x) @ Sbox(x & Aa) = Ab

m Use Difference Distribution Table (DDT)



Difference Distribution Table (Whirlpool)
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Differences can be connected if there is a non-zero entry in the table



Match-in-the-Middle for Single S-box

- s

m Check for matching input/output differences

Sbox(x) @ Sbox(x @ Aa) = Ab

m Using Difference Distribution Table (DDT)

m Solve equation for all x and count the number of solutions



Difference Distribution Table (Whirlpool)

m The number of differentials and possible pairs for the Sbox

solutions | frequency
39655
20018
5043
740
79
256 1

Qoo P~DNO

m 25880/65025 entries (with Aa, Ab # 0) in DDT are nonzero

m we get either 2, 4, 6 or 8 values for each match

25880 | 65280 _ ; i
B 2255 - o2a50 — 1-004 values (right pairs) on average



Match-in-the-Middle for Single S-box

B so

m Check for matching input/output differences
m Using Difference Distribution Table (DDT)

Sbox(x) @ Sbox(x @ Aa) = Ab

m Solve equation for all x and count the number of solutions.

m ~ 1 value (right pair) on average



Inbound Phase
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differences differences

(1) Start with arbitrary differences in state SYR
m linearly propagate all differences backward to SS&

m linearly propagate row-wise forward from S5€ to S,

(2) Match-in-the-middle at SubBytes layer

m check if differences can be connected (for each S-box)



Inbound Phase
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differences match differences differences

get values

(1) Start with arbitrary differences in state SYR
m linearly propagate all differences backward to SS&

m linearly propagate row-wise forward from S5€ to S,

(2) Match-in-the-middle at SubBytes layer
m check if differences can be connected (for each S-box)

m we need to solve each row at once: complexity ~ 2'%¢ (average 1)



Outbound Phase
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(3) Propagate through MixRows of round 1 and round 4

m using truncated differences (active bytes: 8 — 1)
m probability: 27% in each direction

(4) Match difference in one active byte of feed-forward (2-8)

= collision for 4 rounds of Whirlpool with complexity 2120



Extending the Attack to 5 Rounds [LMR"09]

So S S Ss Sy Ss
| [(EEEEE | 1T |
SB SB SB SB H SB
SC SC SC SC 1] SC
MR MR MR MR | - — | MR
AK AK AK AK | [ e | AK
outbound  _ _ _ _ _ _ _ & 5S¢ - _inbound _ S mmmm e outbound
2—56 average 1 2—56

m By adding one round in the inbound phase of the attack we can
extend the attack to 5 rounds

m The outbound phase is identical to the attack on 4 rounds

m probability: 27120



Inbound Phase

SQSC S SSB SMR
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(1) Start with arbitrary differences in state S5¢ and SR



Inbound Phase

s5°
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(1) Start with arbitrary differences in state S5¢ and SR
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differences
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differences differences

(1) Start with arbitrary differences in state S5¢ and SR



Inbound Phase
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differences differences

(1) Start with arbitrary differences in state S5¢ and SR

(2) Match-in-the-middle at SuperBox (SB — MR — AK — SB)



Inbound Phase
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differences match differences differences

(1) Start with arbitrary differences in state S5¢ and SR

(2) Match-in-the-middle at SuperBox (SB — MR — AK — SB)
m similar to 64-bit S-box (DDT has size 2'%)



Inbound Phase

SZSC S; SSB SMR
[

(1) Start with arbitrary differences in state S5¢ and S)IR



Inbound Phase
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differences

264 gifferences

(1) Start with arbitrary differences in state S5¢ and S)IR

m we propagate all 2% differences backward at once
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Inbound Phase
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differences differences
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(1) Start with arbitrary differences in state S5¢ and S)IR

m we propagate all 2% differences backward at once

(2) Match-in-the-middle at SuperBox (SB — MR — AK — SB)
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(1) Start with arbitrary differences in state S5¢ and S)IR

m we propagate all 2% differences backward at once

(2) Match-in-the-middle at SuperBox (SB — MR — AK — SB)
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differences match differences differences
264 valuesydifferences 264 gifferences

(1) Start with arbitrary differences in state S5¢ and S)IR

m we propagate all 2% differences backward at once

(2) Match-in-the-middle at SuperBox (SB — MR — AK — SB)

m with complexity 2% we get ~ 2% right pairs



Inbound Phase
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differences match differences differences
264 valuesydifferences 264 gifferences

(1) Start with arbitrary differences in state S5¢ and S)IR

m we propagate all 2% differences backward at once

(2) Match-in-the-middle at SuperBox (SB — MR — AK — SB)

m with complexity 2% we get ~ 2% right pairs

m time-memory trade-off with T- M = 228 with T > 2%



Extending the Attack to 5 Rounds [LMR"09]
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m By adding one round in the inbound phase of the attack we can
extend the attack to 5 rounds

m The outbound phase is identical to the attack on 4 rounds

m probability: 27'2°



Extending the Attack to 5 Rounds [LMR"09]

So S Sp S3 S4 Ss
! [EEEEEE | | EEEEE !

SB SB sB SB H SB
SC SC SC sC | sc
MR MR MR R [ Himr
AK AK AK AR FLEE I E AR

oubound _ _ __ ___ s - dnbound _ oo _ oubound

2—56 average 1 2—56

m By adding one round in the inbound phase of the attack we can
extend the attack to 5 rounds

m The outbound phase is identical to the attack on 4 rounds

m probability: 27'2°

= Construct 2'?° starting points in the inbound phase with average
complexity 1 (but increased memory of 264)



Extending the Attack to 6 Rounds?

m Add one more round in the inbound phase [JNPP12]
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Extending the Attack to 6 Rounds?

m Add one more round in the inbound phase [JNPP12]

m Complexity = 2% for 1 solution

= Complexity is too high for a collision attack



From Collisions to Near-Collisions

S() S1 SQ 83 S4 S5 86 S7
[_m el op sB sB el op
1 SC SC SC SC SC SC SC
H- MB] MB] MB] MB] MB MB] MB!

1 AK' AK' AK AK AK' AK' AK
— —— - S kmmm D k- ——— ———

1 2—56 average 1 2—56

m Add one round at input and output
® no additional complexity
m MixRows: 1 — 8 with probability 1
= Near-collision attack for 7 rounds

m time complexity 2''2 and 2 memory




Compression Function Attacks
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m We can freely choose the chaining input H;_1

m no differences in H;_4

m semi-free-start (near-) collisions



Compression Function Attacks
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m We can freely choose the chaining input H;_1

m no differences in H;_4
m semi-free-start (near-) collisions
m Extend previous attacks by 2 rounds

m using multiple inbound phases



Compression Function Attacks

e mmmmmm— - —
|
X ! key schedule
H/ =1 SB'SC MR AC

JILLLLLLLLLL

i state update A
A ,w/ SB SC MR AK D ,-Il
L e e e e — - =

m We can freely choose the chaining input H;_1

m no differences in H;_4

m semi-free-start (near-) collisions

m Extend previous attacks by 2 rounds

m using multiple inbound phases

m Outbound phases of attacks stay the same



Inbound Phase

Basic Idea:

m use two independent inbound phases



Inbound Phase
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1st inbound phase

Basic Idea:

m use two independent inbound phases



Inbound Phase

So S S Ss Sy Ss

1st inbound phase 2nd inbound phase

Basic Idea:

m use two independent inbound phases



Inbound Phase

So S S Ss Sy Ss

1st inbound phase connect 2nd inbound phase

Basic Idea:

m use two independent inbound phases

m connect them using 512-bit freedom of key input
-(S3 = SYR @ Ky)



Inbound Phase

So S, S Ss Sy Ss

1st inbound phase connect 2nd inbound phase

In practice: Slightly more tricky than that (3 key inputs involved)
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Inbound Phase

So S, S Ss Sy Ss

1st inbound phase connect 2nd inbound phase

In practice: Slightly more tricky than that (3 key inputs involved)

m connect rows independently

m find 254 solutions with complexity 2128

= Collision on 7 and near-collision on 9 rounds



Summary of Results on Whirlpool

computational memory
target rounds ) ) type
complexity requirements
hash 5 2184-—s 2s collision
function 7 2176=s 2s near-collision
) 7 2184 264 collision
compression -
9 2176 264 near-collision

function
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Summary of Results on Whirlpool

computational memory
target rounds ) ) type
complexity requirements
hash 55 2184-—s 2s collision
function 7.5 2176=s 2s near-collision
) 7.5 2184 264 collision
compression
. 9.5 2176 264 near-collision
function
10 2188 264 distinguisher




Summary

m Basic principle not that difficult
m efficient inbound phase (average 1)

m probabilistic outbound phase (determined by linear layer)

m Difficulty in constructing and merging inbound phases
m finding good and sparse truncated differential paths

m efficient way to use available freedom for merge

= powerful tool in the cryptanalysis of hash functions



Thank you for your attention!

http://eprint.iacr.org/2010/198
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